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NHOOPMAIIMMOHHASA ITAMSATKA
OJIS1 OBYYAIOIIVXCA 111 PASMEIIEHV S
HA OPUIIVAJIBHBIX NTHTEPHET-PECYPCAX

C KaXXIbIM rofioM MOJIOAEXKM B MHTEpPHETE CTAHOBUTHCS OOJIbIlle, a IIKOJIbHUKN
OJHM M3 CaMbIX aKTUBHBIX I10JIb30BaTeseii PyHeta. Mexkmy TeM, IIOMMMO OTPOMHOTO
KOJIMUeCTBa BO3MOXKHOCTEJ, MHTEepHET HeceT M IpoOyieMbl. JTa MaMSITKa OOJIKHA
IIOMOYb Tebe 6e30I1acHO HaXOIUThCS B CETH.

KoMiibloTepHbIie BUPYChI

KoMnbOTEpHBIT BUPYC - 3TO Pa3sHOBUIAHOCTb KOMIIBIOTEPHBIX IIPOTPAMM,
OTJIMUNTENIbHOW OCOOEHHOCTbIO KOTOPOJ SIBJISIETCSI CIIOCOOHOCTh K Pa3sMHOXeEHMI0. B
JIIOTIOJIHEHME K 3TOMY, BUPYCbl MOTYT IOBPEOUTb WM TOJHOCTBI) YHUUTOXUTDH BCE
daitapl M maHHBIE, TIOAKOHTPOJIbHBIE II0Jb30BAaTeN0, OT MMEHM KOTOpOoro Obuia
3amyllleHa 3apakeHHasl mporpaMma, a TakKe IOBpPeAUTb WIM [OaXke YHUUYTOXKUTH
omepalMoOHHYI0 CUCTeMy €O Bcemu aiiamu B 1eloM. B OOJbIIMHCTBE C/IyvyaeB
PacCIIPOCTPAHSIIOTCS BUPYChI Yepe3 MHTEPHET.

METO,ZUJI 3dIIUTbI OT BpE€AOHOCHLIX ITPpOTpaMM:

1. Wcnonb3yii COBpeMEHHbIE OIEepalMMOHHbIE CUCTEMbI, MMEIOI/Ee CEepPbe3HbIN
YPOBEHb 3aUIUThI OT BPEJOHOCHBIX ITPOrPaMM;

2. TloctossHHO ycTaHaBiAuMBait nauTu  (UMdpoBble  3aIUIATKM, KOTOpbIE
aBTOMATMUYECKM YCTAHABAMBAKIOTCSI C I[€JIbI0 JTOpabOTKM IIPOTrpaMMbl) M Apyrue
OOHOBJIEHMSI CBO€Ji OIepalMOHHOM cucTeMbl. CKauuBai UX TOJIbKO C O(PUIMATIBHOTO
caiita paspaborumka OC. Ecim cymiecTByeT peskMM aBTOMATUYECKOTO OOHOBJIEHMS,
BKJ/IIOUM €I0;

3. Paborait Ha cBoeM KOMIIbIOTepe TIOJi IpaBaMy IIOJb30BaTesss, a He
agMUHUCTpaTOpa. ITO He TI03BOJUT OOJBIIMHCTBY BpPEeJOHOCHBIX IIPOTpaMm
VMHCTQJUIMPOBATHCS HA TBOEM [I€PCOHAILHOM KOMITbIOTEDE;

4. Hcmonb3yii  aHTUBMUPYCHbIE  IPOrpaMMHbI€  HPOAYKThI  M3BECTHBIX
IIPOU3BOIUTEIEN, C aBTOMAaTUUECKMM OOHOBJIeHIEM 0as3;

5. Orpannub Gu3sMuecKuit JOCTYIl K KOMIIbIOTEPY AJIs1 TOCTOPOHHUX JINII;

6. lcronb3yit BHellIHMe HOCUTenM MHPopMalyuy, Takue Kak dJelika, IUCK UIN
daiin U3 MHTepHeTa, TOJbKO 13 TPOBEPEHHbIX MCTOUHMUKOB;

7. He oTKpbiBaii KOMIIbIOTepHbIe (aiiyibl, TMOJyueHHble U3 HeHaJeKHbIX
MCTOYHMKOB. [laske Te daiiiibl, KOTOpbIe Mpuciai TBOV 3HaKOMBbIA. JIydilie yTOUHM Y HETO,
OTIIPABJISI JIV OH Tebe UX.



Cetu WI-FI

Wi-Fi - 9T0 He Buf repefgaun JaHHbIX, He TEXHOJIOTHS, a BCETro JIIIIbL OpeH I, MapKa.
Eme B 1991 romy HumepiaHackass KoMOaHus 3apeructpupoBana 6penn "WECA", uto
obo3Havano cimoBocoueranue "Wireless Fidelity", KoTopblii IlepeBOOMUTCSI Kak
"GecrpoBOgHASI TOUHOCTD".

Ilo Hamiero BpeMeHM JOIIIa Apyrasi abOpeBuaTypa, KOTOpas SIBJSIETCSI TaKOil JKe
TexHoJjIorMel. ITo abbpeBuarypa "Wi-Fi". Takoe HasBaHMe ObUIO JaHO C HAMEKOM Ha
CTaHAAPT BbICIIEN 3BYKOBOV TexHMKM Hi-Fi, uTo B mepeBome oO3HauvaeT "BbICOKas
TOYHOCTB".

Ia, OecruiaTHBII MHTEPHET-AOCTYII B Kade, OTEJSIX M a3pOIOpTax SIBJSETCS
OTJIMYHOJ BO3MOXKHOCTBIO BBIXOAA B MHTepHEeT. HO MHOrue SKCIIepPThl CUMTAIOT, UTO
obmenocTtynHbeie Wi-Fi ceTu He SIBIsIIOTCSI 6€30I1aCHBIMIA.

CoBeTbl 110 6e30MacHOCTY pabOThI B 00IIEIOCTYITHBIX ceTssXx Wi-fi:

1. He nmepemaBait cBO0 JTMYHYIO MHGPOPMAIINIO yepes obmenocTymnHbie Wi-Fi ceTn.
Paborasi B HUX, KeJlaTeJIbHO He BBOAUTD Mapojiy AOCTYTIA, IOTMHbI M KaK1e-TO HOMepa;

2. Vicrionb3yii 1 OOHOBJISIE aHTMBUPYCHBIE ITPOrpaMMbl U 6paHamayep. Tem caMbIM
ThI 06e30macuib cebst OT 3aKauky BUpyca Ha TBOe YCTPOICTBO;

3. IIpu ucnonb3oBauuu Wi-Fi orkmioun dyHkumio "O6mmmii goctyn K daitiam u
npuHTepaM'. JlaHHass QYHKUMS 3aKpbiTa [0 YMOJYAHMIO, OJHAKO HEKOTOpbIe
MI0/Tb30BaTe/M aKTUBUPYIOT ee IJ1s1 yI00CTBa UCII0b30BaHMs B paboTe uin yuebe;

4. He ucnonb3yit myomunbiii WI-FI mj1s mepegaum TMUYHBIX TaHHBIX, HATIPUMeEp JIJIsSt
BBIXO[la B COLMAIbHbIE CETU MUJIN B SJIEKTPOHHYIO ITOYTY;

5. Vicmonb3yit TobKO 3amuiieHHoe coenuenme yepe3 HTTPS, a ne HTTP, 1.e. mpu
Habope Beb-aapeca BBOOM MMeHHO "https://";

6. B mobOwmwibHOM TenedoHe oTkIOUM GyHKIMIO ‘Tlopgkmiouenme K Wi-Fi
aBToMaTtuuecku'. He mormyckai aBTOMaTM4eCKOro MOAK/IOUEHUS YCTPOMCTBA K CETSIM
Wi-Fi 6e3 TBoero coryacus.

CoumajabHbIe CEeTU

CounasbHble CETV aKTMBHO BXOAST B HAIly XKM3Hb, MHOTME JIIOIM pabOTalOT U
KMBYT TaM IIOCTOSIHHO, a B Facebook yske 3apermctpupoBaH MWILIMAp[ YeI0BEK, UTO
SIBJISIETCSI OOHOJM CeAbMOIi BCeX >KMTeNeil IUlaHeTbl. MHOIruMe II0/Ib30BaTeIM He
IIOHMMAIOT, YTO MHGOPMAaLMs, pasMellleHHasI UMM B COLIMa/IbHBIX CETSIX, MOXeT ObITh
HajileHa ¥ JMCIO0JIb30BaHA KeM YrOZHO, B TOM YMC/e He 006s13aTeabHO C 6aarumu
HaMepeHUSIMU.



OcCHOBHBIE COBETHI IT0 6€30IaCHOCTU B COLMAJIbHBIX CEeTAX:

1. Orpa"nmub COMCOK Apy3eit. Y Te6sI B OPy3bsX HE MOJKHO OBITh CIyYaiiHBIX U
He3HaKOMBbIX JIIOJ e ;

2. 3amuiain cBOw YacTHYIO K13Hb. He ykasbiBaii aposu, TeaedoHsbl, aapeca, 1aTy
TBOEr0 POXIEHMUSI M OPYIyl0 JAUUYHYI0 MHOOpMAaLMio. 3JI0YMBIIIJIEHHUKM MOTYT
MCIO/Ib30BaTh Jaxke MH(POpPMAILMI0 O TOM, KaK Tbl M TBOM POAUTENM TIJIAaHUPYETe
MIPOBECTY KaHUKYJIbI;

3. 3amuinaii CBOIO peIyTaluio - Iepsku ee B UMCTOTe U 3a/1aBait cebe BOIIPOC: XOTe
ObI ThbI, YTOOBI APYTUe IOJIb30BaTEIM BUIEIN, UTO ThI 3arpyskaemb? ITogymaii, mpexme
YyeM UYTO-TO OMyOJMKOBATh, HAIIMCATh M 3aTrPy3UTh;

4. Ecjivt Thl TOBOPUIIIB C JIIOAbMM, KOTOPBIX He 3Haelllb, He MCIT0JIb3Yi1 CBOe peabHOe
UMSI U APYTYIO TMYHYIO MHGOPMAIIUN: UMSI, MECTO JKUTEeIbCTBA, MECTO YUeObl 1 ITpoyUee;

5. U36erait pasmemenust ¢gororpaduit B VHTepHeTe, rae Thl M300pakeH Ha
MECTHOCTM, II0 KOTOPO MOKHO OIPeneTUTh TBOEe MECTOIIOIOKEHIE;

6. IIpu perucTpauyuu B COLMAIbHONM CETU HEOOXOAMMO MCII0JIb30BaTh CJIOXKHBIE
TapoJin, COCTosIIIMe 13 6YKB U 1IUdP 1 ¢ KOJIMUeCTBOM 3HAKOB He MeHee §;

7. Ins coumaabHOM CeTH, TIOYThI M APYTMX CAMTOB HEOOXOIMMO MCIOJIb30BaTh
pasHbie maposn. Torga eciiu Tebsl B3JIOMalOT, TO 3/0YMbBIIIIEHHUKY MOMyYaT JOCTYI
TOJIbKO K OTHOMY MeCTYy, a He BO BCe Cpasy.

JJIEKTPOHHBIE JeHbI'U

OJIeKTPOHHbIE [IE€HbIM - 3TO OYE€Hb YAOOHBINM CIIOCOO TIIIaTexkeil, OIHAKO
CYIIECTBYIOT MOIIIEHHUKM, KOTOPbIE XOTST MOJTYUYUTh 3TU AE€HbIN.

ONeKTPOHHbIE NTeHbIM TMOSIBWINCH COBCEM HeNaBHO UM MMEHHO M3-3a 3TOrO BO
MHOTUX IOCyIapCTBax A0 CUX IMOP He MPOIMCAHO PO HMX B 3aKOHAX.

B Poccun ke oHM (QYHKIMOHUPYIOT M O HMX YK€ IPOIMMCAaHO B 3aKOHe, IJe UX
pasgensioT Ha HeCKOJIbKO BUIOB - aHOHMMHBIE ¥ He aHOHMMHbIe. Pa3HuIla B TOM, UTO
AHOHMMHBIE - 3TO Te, B KOTOPBIX paspellaeTcs IPOBOAUTb omepanuu 06e3
UIeHTU(GUKAIMUY T0/Ib30BaTe/Isl, a B HEAHOHMMHBIX UOEHTU(UKALVS I10JIb30BaTEIs
SIBJISIETCSI 00S13aTe/IbHOIA.

Taxke ciemyeT pas3inyaTh 3JI€KTPOHHble  (uaTHble [AeHbI'M  (PaBHbI
rOCylapCTBEHHBIM Ba/llOTaM) U 3JIeKTPOHHble HeduUaTHble AeHbI'M (He paBHBI
rOCygapCTBEHHBIM BaJIIOTaM).

OCHOBHbBIE COBETHI 10 6€30MIaCcHOI pa60Te C JJIEKTPOHHBIMM OEHbIraMM:



1. TIpuBSKM K cueTy MOOMITbHBIN TesiedOH. ITO CaMblit yIOOHbIN M OBICTPBIN CTTIOCO0
BOCCTAaHOBUTD AOCTYII K cueTy. [IpuBsi3aHHbIN TesieOH TTOMOKET, eC/iv 3a0y/Iellb CBOA
TUIATEXKHBIN I1apoJib WM 3aiielllb Ha CAliT C HE3HAKOMOTO YCTPOICTBA;

2. MWcnonb3yii opgHOpa3oBble Tmaponu. Ilociie 1iepexoma Ha YCUJIEHHYIO
aBTopusalMio Tebe yxke He OymeT yrpoXxaTb OMACHOCTb KpakuM WM IlepexBaTa
TJIATEKHOTO MapoJis;

3. BpiObepy cJIOKHBIN Iapojib. IIpecTyIHMKaM OyIeT He IIPOCTO YragaTh CAOXKHBIN
naposib. HamexxHsle maponu - 3TO Mapojiu, KOTOpble ConepkaT He MeHee 8§ 3HAaKOB U
BK/TIOUAIOT B CeOSI CTpPOYHbIE M IPOIMCHbIE OYKBbI, IMPPHI M HECKOIBKO CUMBOJIOB,
TaKMe KaK 3HaK JoJinapa, pyHTa, BOCKIuUIaTe bHbINi 3HaK 1 T.1. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHbIE JaHHbIe HA CaliTax, KOTOPbIM He JOBepselllb.
JJIEeKTPOHHAs IMo4YTa

OJeKTpPOHHAs TIOYTa - 3TO TEXHOJIOTMSI ¥ IIPeJOCTaB/iIeEMble €l YCIYTU 10
repecbuike ¥ TIONYyYeHUIO 3JIEKTPOHHBIX COOOIEeHMI, KOTOpble pacIipelesssioTcsl B
KOMITbIOTepHOJ ceTu. OOBIUHO 3JIEKTPOHHBIN MOUTOBBIN SIIUK BBIMVISSAUT CAEOYIOIMIM
06pa3oM: MMSI_TIOJIb30BaTeISI@UMS_ToMeHa. Takke KpoMe Iepeiaun IIPOCTOrO TEKCTA,
MIMEeTCsI BO3MOKHOCTD IlepeiaBaTh (aiiybl.

OcCHOBHbBIE COBETHI IT0 6€30MacHO paboTe C 3JIeKTPOHHO ITOUTO:

1. Hago BeIOpaTh NMPaBUIbHBIN ITOUTOBBIN CEPBUC. B MHTEpHETe eCTh OIPOMHBIN
BbIOOp GeCIUIATHBIX ITOYTOBBIX CEPBMCOB, OJJHAKO JyUIlle TOBEPSITh TEM, KOTO 3HAeIlb 1
KTO ME€PBbI B pEITUHTE;

2. He ykaspIBaifi B JIMYHOI Mo4YTe JU4YHYI0 MHbopmaluio. Harmpumep, ydiie
BBIOpATh "MY3bIKaJAbHbBIN_(paHaT@" mau "pok2013" BMecTo "Temal3”;

3. Wcrnonb3yii ABYX3TAMHYI0 aBTOPM3alMi0. ITO KOTJa MOMMMO MapoJisi HY>KHO
BBOJUTDb KO, IPUChLIaeMblii 110 SMS;

4. Bp1b6epu CJIOKHBIN TTaposib. [IJIsT KasKIOro IMMOYTOBOTO SIIMKA JOIKEH ObITh CBOIA
HaJe>XXHbII, YCTOMUYUBBIN K B3JIOMY [1apOJib;

5. Ecyiv eCcTh BO3MOXKHOCTD HAIMMUCaTh CAMOMY CBO JIMUHbIN BOIIPOC, UCTIO/Ib3Yii 3Ty
BO3MO>XHOCTD;

6. VIC110/1b3yi1 HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbIil Aj1s1 YaCTHO IEepPernmcKku C
azpecaTaMu, KOTOPBIM Thl JOBEpsielllb. DTO 3JIEKTPOHHBIN aZipec He Ha[0 UCI0Ib30BaTh
TIpu perucTpaium Ha GopyMax u cairax;

7. He oTkpbiBait (aitibl v APyTMe BIOKEHUS B TMCbMaX, Taxke eCIiv OHU IIPUIIIN OT
TBOMX Apy3eit. Jydllle yTOUHM Y HUX, OTIIPABJISLIN JIM OHM Tebe 3TU ¢aiiibl;



8. ITocse okOHYaHMS pabOThI HA IOYTOBOM CEPBMCE Iepe] 3aKPhITHEM BKIAIKMU C
caiiToM He 3a0yJb HaKaTh Ha "BeIiiTu".

KuoepOoy/UIMHT M1 BUPTYAJIbHOE U3IeBaTe/IbCTBO

Kubepbynamur - mpecjieoBaHue COOOIIEHUSIMM, COAepsKaIlMyU OCKOpOJIeHMS,
arpeccuio, 3alTyTMBaHMe; XYJAUTAHCTBO, COIMa/IbHOE OOKOTMpPOBAHME C TMOMOIIbIO
pasIMUHBIX MHTEPHET-CEPBICOB.

OcHOBHBIE COBETHI IO 60pbOE ¢ KMOEePOYITMHTOM:

1. He 6pocaiicst B 60i1. JIyuimii cIioco6: OCOBETOBAThCSI KaK ceOst BECTU U, eCIu
HeT TOro, K KOMY MOXXHO OOpaTUTbCS, TO BHaYayie YCIIOKOUTbCSA. ECiM Thl HauHeIb
OTBeUYaTh OCKOPOJIEHUSIMM Ha OCKOPOJeHMSI, TO TOJbKO elle OoJibllie Pa30sKelllb
KOH(JIVKT;

2. YpaBJisiit cBOei KubepperryTaiineii;

3. AHOHMMHOCTD B ceTy MHMUMas. CyleCTBYIOT CIIOCOOBI BbISICHUTD, KTO CTOUT 3a
QHOHMMHBIM aKKayHTOM;

4. He cToUT BeCTu XyJIUTaHCKMII 00pa3 BUPTYaIbHOM K3HU. IHTepHET QUKCUpyeT
BCe TBOM JIEMICTBUS M COXpaHsieT UX. YIAIUTb UX OyAeT KpaliHe 3aTPyJHUTEbHO;

5. Cobirofait CBOIO BUPTYaJIbHYIO Y€CTh CMOJIOAY;

6. IrHopupyit equMHMYHBIN HeraTuB. OTHOPa30Bbie OCKOPOUTETbHBIE COOOIIEHMS
Jy4iiie UTHOPUpoBaTh. OO6BIYHO arpeccus MpeKpanaeTcs: Ha HayaabHOM CTaauu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMM COOOILEHMSIMM, B
COLIMAJIbHBIX CETSIX €CTb BO3MOXKHOCTb OJIOKMPOBKM OTIIPaBKM COOOIIEHUI C
oTIpe/ieIeHHbIX aJIpecoB;

8. Ecim ThI cBUmeTenb KubepOy/ummHra. TBOM HeCTBUSI: BBICTYIIUTH ITPOTUB
npecyiefoBaTesisi, IOKa3aTb €My, 4YTO €ro JelCTBUSI OLIeHMBAKOTCS HEeraTuBHO,
MO/IIePsKaTh KePTBY, KOTOPOH HY)KHA TICUXOIOTMYecKasi TOMOIIb, COOOIUTH B3POCTbIM
0 (pakTe arpeccMBHOrO MOBeEeHMS B CETH.

MoowmiabHbI TenedoH

CoBpeMeHHbIE CMApT(OHbI M IUIAHIIETHI COMEepsKaT B cebe BIIOJHE B3POCIbINA
dbyHKIIMOHAN, ¥ Temepb OHM MOTYT KOHKYpMpPOBaTb CO CTallMOHApPHBIMU
KommboTepamu. OIHAKO, CPEACTB 3aIIUTHI IJIS ITI0J0OHBIX YCTPOVICTB ITOKA OY€Hb MaJIO.
TecTupoBaHMe U MMOUCK YSI3BMMOCTEN B HUX MPOUCXOAUT He TaK MHTEHCUBHO, KaK IJIsI
I1K, TO ke camoe KacaeTcs ¥ MOOWJIbHBIX ITPUIOKEHUIA.



CoBpeMeHHbIe MOOMJIbHbIE Opay3epbl y)Ke MpPaKTUUEeCKM IOTHa/IM HACTOJbHBbIE
aHaJIOrM, OJTHAKO pacmupeHue (PyHKIMOHAIA BIeYeT 32 CO00i OOJIBIIYIO CJIOXKHOCTD U
MEHbIITYIO 3alIUIIeHHOCTD.

[aneko He Bce INpOM3BOAUTE/IM BBIITYCKAKOT O6HOBH€HI/I$I, 3aKpbIBawOIINe
KpUTHM4dYeCKmue ya3BmMmMOCTHU IJisI CBOUX YCTpOIZCTB.

OCHOBHBIE COBETHI [IJIsI 6€30ITaCHOCTY MOOMIBHOIO TejiedoHa:

Huuero He sIBsSeTCS MO-HACTOSIIEMY OecIIaTHBIM. By/ib OCTOpOXKeH, Beb KOraa
Tebe IpeaJaraloT 6ecIyIaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBIThI KaKie-TO IIJIaTHbIe
YCIIYTH;

Ilymaii, mpeskae uem oTIpaBuUTh SMS, doTo miu Buaeo. Thl TOUYHO 3HAEIb, IIe OHU
OyoyT B KOHEUHOM UTOre?

Heo6xoa1mMo 06HOBJISITh OITepallMOHHYIO CUCTEMY TBOero cMapTdhoHa;
Vicrionb3yit aHTUBUPYCHbIE IIPOTrPaMMBbI IJ1s1 MOOMUJIbHBIX Te/le()OHOB;

He 3arpyskaii NpwioxXkeHMs] OT HEM3BECTHOTO MCTOYHMKA, Belb OHM MOTYT
cofiepskaTh BpPeIOHOCHOE ITPOrpaMMHOe obecIieueHne;

I[Tocste TOro Kak ThI BBIMIEIID C CaiiTa, TOe BBOOMUI JIMUHYIO MHGOPMAIINIO, 3aiiI1 B
HaCTpPOKM Opay3epa 1 yaaau cookies;

[leproguuecku IIpOBepsiii, Kakue IUIaTHbIe YCJIYTM aKTUBMUPOBAHbI HA TBOEM
HOMepe;

IaBaii cBOi1 HOMep MOGUIBHOTO Tejle()OHa TOIBKO JIFOISIM, KOTOPBIX Thl 3HAEIIIb 1
KOMY JTOBepsIelllb;

Bluetooth mosskeH 6bITH BBIK/IIOUEH, KOTJA Thl MM He I10Jib3yelllbcs. He 3a0bIBaii
MHOTA IIPOBEPSITH 3TO.

Online urpsi

CoBpeMeHHbIe OHJIAMIH-UTPBI - 3TO KpacOuyHble, 3axXBaTbIBAIOIIVe pa3BjieueHus,
00beIUHSIIONIMEe COTHU ThICSTU YeJIOBEK 10 BceMy MUpPY. IrpoKu MCC/IenyIOT JaHHbI UM
MUp, OOIIAIOTCS APYT C IPYTrOM, BBITIOJHSIOT 3aJlaHusl, CPasKaloTCsl C MOHCTpaMM U
MOJIyYalOT ONBIT. 3a YOOBOJBbCTBME OHM ILIATIT: MOKYHaAlOT [OMUCK, OIUIAYMBAIOT
aboOHeMEeHT WM MPUoOGpeTaroT Kakue-To OIMINMN.

Bce aTu cpencTBa MAYT Ha MOAdepKaHMe UM pa3sBUTME UTPbI, a TaKKe Ha camy
6e30MaCcHOCTb: COBEPIIEHCTBYIOTCS CMCTEMbI aBTOPM3aly, BBIITYCKAIOTCSI HOBbIE MTAaTUM
(umdpoBbIe 3aTIaTKY [IJIs IPOTpaMM), 3aKPbIBAIOTCS YSI3BMMOCTY CEPBEPOB.

B HO,I[O6HIJIX Urpax CTOMUT OIlaCaTbCAd He CTOJIbKO CBOMX COII€PpHMKOB, CKOJIbKO
Kpa>Xu TBOEro 1mapoJjisi, Ha KOTOpOM OCHOBaHa CMCTeéMad aBTOpMU3allun OOJIBIIMHCTBA urp.



OCHOBHbBIE COBETHI IT0 6€30MaCHOCTY TBOETO UT'POBOr0 aKKayHTa:

1. Ecnmu nmpyroit urpox BemeT cebsi IUIOXO MM CO3/aeT Tebe HEMPUSITHOCTH,
3a6JIOKMPYIt €ro B CITMCKe UTPOKOB;

2. Tloxkanyiica agMMHMCTpaTOpaM WIPbl Ha IUIOXO€ MOBeAeHMe 3TOT0 UTpOoKa,
’KeJlaTeabHO MPUJIOKUTDb Kakye-TO N0Ka3aTeabCTBa B BUAe CKPMHOB;

3. He ykasbiBait 1MuHyio MHGOpMalLuio B mpodaiiie Urpsl;
4. VBaxkan Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycTanaBnuBait HeoduiinaabHble MaTYM ¥ MOJIbI,

6. Vlconb3yii CJIO’KHBIE U pa3Hble apoJin;

7. Jaxke BO BpeMs UTPbI HE CTOUT OTK/IOYaTh aHTUBUPYC. [IoKa ThI UTrpaelb, TBOM
KOMIIbIOTED MOTYT 3apa3uUTh.

OUIIMHT WiIn Kpa’Xa JIMYHbIX JAaHHbIX

OOBbIUHOM Kpakeil IeHer M JOKYMEHTOB CEerOfHSI ykKe HMKOIO He YAMBUIIb, HO C
pa3BUTMEM MHTEPHET-TEXHOJIOTUI 3JI0YMBIIIJIEHHUKN epeMeCTU/INCh B MHTEPHET, U
IIPOJO/DKAIOT 3aHMMAThHCS "JIIOOMMBIM" 1€JI0OM.

Tak nmosiBuiIach HOBasl yrpo3a: MHTEPHeT-MOLIeHHUYEeCTBa UM (PUIIMHT, [JIaBHAs
1[eJIb KOTOPOTO COCTOUT B MOJSyuYeHUM KOHGMUAEHUIMATbHbIX JaHHBIX MOJb30BaTeneil -
JIOTMHOB U napoieii. Ha anrnmiickom si3bike phishing unraercs kak dummHr (ot fishing
- pbIOHas JIOBJIS, password - apoJib).

OcHOBHbIE COBETHI IT0 60pbOe ¢ GUIITMHTOM:

1. Cneny 3a cBOMM akkayHTOM. Eciu Thl mofo3peBaelilb, UTO TBOSI aHKeTa Oblia
B3JI0MaHa, TO He06X0aMMO 3a6JJ0KMPOBATh €€ 1 COOOIUTh AAMUHUCTPATOPAM pecypca
00 3TOM KaK MOXHO CKOpee;

2. Wcrnonb3yit 6e3oracHbie BeO-caliThl, B TOM uuCjie, MHTepHET-Mara3smHOB U
TTOVCKOBBIX CUCTEM;

3. Mcronb3yii CJI0KHbBIE U pasHble mapon. Takum o6pas3oM, eciiu Tebst B3JIOMAIOT,
TO 3JI0YMBIIIVIEHHUKM TTOJIYYAT JOCTYI TOJBKO K OTHOMY TBOEMY ITPOMIIIIO B CETH, a He
KO BCEM;

4. Eciu Tebst B3jioManu, TO HEOOXOAMMO MpenyIlpeauTb BCeX CBOMX 3HAKOMBIX,
KOTOpbIe 106aByieHbl Y Te€OSI B APY3bsIX, O TOM, UYTO TeOSI B3JIOMaJIM M, BO3MOXKHO, OT
TBOEro MMeHM OyIeT pacChblIaTbCs CIIaM U CChUIKM Ha (DUILMHTOBbIE CAThI;

5. YcraHoBu HagexHbIi raposib (PIN) Ha MOOMIIbHBIN TeedoH;



6. OTKITIOUM COXpaHeHMe MapoJisi B Opaysepe,;

7. He oTkpbiBaii dhaitibl  Apyrue BIOKeHMS B IMIMCbMax, Aaxke e/ OHU IIPUIIJINA OT
TBOMX Apy3eit. JIyullle yTOUHM Y HUX, OTIIPABJISIIIN JI OHYM Tebe 3TU (aiiibl.

Indposas penmyranms

Livdposas pemyTauus - 3TO HeraTUBHASI UM TTO3UTUBHAS MHPOPMAaIMS B CETU O
Tebe. Kommpomerupywomasas wuHbopmainus, pasMellleHHass B MHTEpPHETE, MOXeT
cepbe3HbIM 00pa30M OTPA3UTHCS Ha TBOEI peasbHOI ku3HN. "Lidposas peryrauus” -
9TO TBOW UMUK, KOTOPbIV opMupyeTcs u3 MHbopmanuu o Tebe B MHTEPHETE.

TBOe MeCTO KUTEIbCTBA, yueObl, TBOe (PMHAHCOBOE IIOJIOXKEHME, OCOOEHHOCTU
XapaKTepa ¥ pacCKasbl 0 OJIM3KMUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorme TOAPOCTKY JIETKOMBICJIEHHO OTHOCSITCSI K MyOJMKAUUM  JIMIHON
mHbopMauyuy B VHTepHeTe, He IOHMMas BO3MOXHBIX MOCaencTBuii. Thl maxke He
CMOKeIllb J0TrafgaTbCs O TOM, 4uTO (oTtorpadus, pasmelieHHasi 5 JieT Ha3aj, cTaja
TIPUYMHOV OTKa3a IMPUHSTH TebsI Ha paboTy.

KommeHnTapuu, pasmenieHme TBoux ¢ortorpaduit M Apyrue OeiCTBUS MOTYT He
MCYE3HYTh JaXKe MOCje TOTO, KaK Thl UX YHAuIIb. Thl He 3HAEIlb, KTO COXPAaHWI 3Ty
MH(pOpMaLNIO, ITOITaJIa Ji OHa B TIOMCKOBBIE CHCTEMbI ¥ COXPaHWIACh JIX OHA, a [VIaBHOe:
YTO IMOAYyMalOT O Tebe OKpYysKalollye JIOAM, KOTOpble HAMIyT M yBUIOAT 9To. HaitTu
MHGOPMALIMIO MHOTO JIET CITYCTSI CMOSKET JTI000#1 - KaK 13 TOOPBIX IMTOOYKIEHUI, TaK U C
HaMepeHUeM MPUUNHUTD Bpel,. DTO MOXKET ObITh KTO YTOJTHO.

OcCHOBHbIE COBETHI 110 3amuTe HMUbPOBOI penyTaln:

1. [Tomymait, Tipeskie 4eM 4TO-TO ITyOJIMKOBATh U IepeaBaTh y ce0s B 6Jiore M B
COLIMA/IbHOM CeTH;

2. B HacTpoitkax mpodusis yCTaHOBY OTpaHMUeHMs Ha TPOCMOTP TBOEro mpoduist
U €0 COAEepPXXMMOro, CIiesiai ero TOJAbKO "IJjis Apy3en”;

3. He pasmemait # He yKasbIBait MHGpOpPMAIIMIO, KOTOpash MOKET KOro-inbo
OCKOPOJISITh U 00VKATh.

ABTOpCKOe 1mpaBo

CoBpeMeHHbIe IIKOJIbHUKMA - aKTUBHbIE I10JIb30BaTe/M IM(PPOBOro MpPOCTPaHCTBA.
OmHaKo [ajIeKo He BCe 3HAIOT, UYTO I10/Ib30BaHM e MHOIMMM BO3MOKHOCTSIMM LI(POBOTO
Mupa TpebyeT coOMIoAeHNS ITPaB Ha MHTE/JIEKTYyaTbHYI0 COOCTBEHHOCTb.

TepMuH "MHTe/JIEKTyaIbHasI COOCTBEHHOCTD" OTHOCUTCS K Pa3/IMIHbIM TBOPEHUSIM
YyeJl0BeUeckKoro yma, HauuHasi C HOBBIX M300peTeHMi ¥ 3HAKOB, 0003HAUAIOIINUX
COOCTBEHHOCTb Ha TMPOAYKTbl M YCJIYTM, M 3akaHuMBasg KHuUramu, dortorpadusmu,
KMHOMWIbMaMM ¥ My3bIKaJbHbIMM ITPOU3BEIeHUSIMMA.



ABTOpCKMe TIpaBa - 3TO IIpaBa Ha MHTEJUIEKTYaJbHYI0O COOCTBEHHOCTb Ha
NIpOU3BEeAEeHMSI HAayKu, JUTEPATYPbl U MCKYCCTBA. ABTOPCKME IIpaBa BbICTYMNAKOT B
KavyecTBe TapaHTUM TOrO, UTO MHTEJIJIEKTYaIbHbIV/TBOPUYECKUIA TPYH, aBTOpa He Oymer
HaIMpacHbIM, JaCT eMy CIIpaBe/IJiMBbie BO3MOXKHOCTH 3apaboTaTh Ha pe3ybTaTax CBOEro
TPya, IOJyYUTh U3BECTHOCTD U Mpu3HaHMue. HUKTO 6e3 pa3pelieHns aBTOpa He MOXKET
BOCITPOM3BOAUTD €ro MpOu3BeleHMe, PacIpOCTPAHSTh, MTyOIMYHO JeMOHCTPUPOBATD,
poJaBaTh, MMIIOPTMPOBATh, ITyCKaTb B  IIPOKaT, IyGJIMYHO  VCIIOJHSITD,
TTOKa3bIBaTh/MUCIONHATH B 9¢dMpe Win pa3MelnaTs B IHTepHeTe.

Vcrionb30BaHMe "MUPATCKOTO" MPOTPAMMHOIO ObecrieueHMs] MOKET MPUBECTU K
MHOTMM pUCKaM: OT IOTepM HJAaHHBIX K TBOMM akKayHTaM A0 OJOKMPOBKM TBOETO
YCTPOJICTBA, I/ie yCTAaHOBJIEHA HeJlerajibHasl mporpamma. He cTout Takke 3a06bIBaTh, UYTO
CYIIECTBYIOT JierajbHble 1 OeCIIaTHbIe ITPOrpaMMbl, KOTOPbIe MOKHO HAlTU B CETH.

O noprane

CeTeBn4oK.pd - TBOJ TIaBHbII COBETUMK B CeTU. 3[eChb Thl MOKelllb Y3HAaTbhb O
0e30MacHOCTY B CETM MOHSTHBIM M [OCTYITHBIM SI3bIKOM, a IIPY BO3HUMKHOBEHUM
KPUTUUECKOV CUTyallMuM OOpaTUTbCS 3a COBETOM. A TakkKe IPUHSTb ydacTue B
KOHKypCax " CTaTh CaMbIM LM (PPOBBIM IrpaskaHMHOM !



